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The integration of Wireless Body Area Networks with a cloud computing platform creates a
new digital ecosystem with advanced features called Cloud-assisted Wireless Body Area
Networks. This ecosystem enables users to globally access e-healthcare services at compet-
itive costs. However, the secure data communications between the cloud and Wireless
Body Area Networks are critical because the data is related to users’ privacy information.
In this paper, we propose the Multi-valued and Ambiguous Scheme to capture data confi-
dentiality in the Cloud-assisted Wireless Body Area Networks since it is the most important
issue. The approach combining the scheme with existing encryption schemes provides a
general paradigm for deploying applications. The obtained results show that secure data
communications between the cloud and Wireless Body Area Networks can be achieved.

� 2014 Elsevier Inc. All rights reserved.
1. Introduction

The use of Wireless Body Area Networks (WBANs) is greatly improving healthcare quality nowadays. WBANs have
attracted considerable attention because they have a wide range of applications from ubiquitous health monitoring and
computer assisted rehabilitation to emergency medical response systems. Other potential applications include interactive
gaming, social computing, entertainment, and the military. However, the challenges coming from stringent resource con-
straints of WBAN devices, and the high demand for both security/privacy and practicality/usability may prevent those appli-
cations from being widely deployed [14,22,20]. In reality, security and privacy protection of the data collected by a WBAN,
either while stored inside the WBAN or during its transmission out of the WBAN, is a major unsolved problem [11]. A pos-
sible way to solve this problem is to exploit the benefits of cloud computing [1,8]. However, the cloud also has its own set of
security problems [12,21,10], in that the owner of the data may not have control of where the data is placed [6]. Again,
WBANs can in turn help to mitigate security problems with the cloud.

Indeed, the integration of WBANs with cloud computing will create a new system named Cloud-assisted WBANs. This
new system provides a cloud computing environment that links different devices from miniaturized sensor nodes to
high-performance supercomputers that process the huge amount of data collected from multiple WBANs. Since the chal-
lenges of resource constraints of WBAN devices are not a major concern when coupled with cloud computing resources,
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WBAN applications can be deployed on Cloud-assisted WBANs at competitive costs. The system also has a feature that
enables its users and applications to access its data from anywhere in the world. Therefore, the security and privacy of
the data must be protected in the framework of this new system.

In this paper, we propose a Multi-valued and Ambiguous Scheme (MAS) to overcome existing shortcomings in Cloud-
assisted WBANs. Our scheme mainly deals with data confidentiality and provides a general paradigm for deploying applica-
tions in Cloud-assisted WBANs. The rest of the paper is organized as follows. In Section 2, we recall some basic notions of
languages and codes. Concepts regarding cryptosystems and unambiguous languages are also mentioned. Section 3 consists
of four subsections. In the first subsection, we give a new method to design cryptosystems as the standard approach to pro-
tect data. In this new method, users are able to encode data with a secret key that can only be decoded by the intended
receivers. The obtained cryptosystems possess interesting properties such as allow the use of unambiguous languages that
are generally not codes. Also, the cryptosystems contain a trapdoor which can be reduced to an undecidable problem. The
second subsection presents our proposed scheme for data confidentiality that is suitable for use in Cloud-assisted WBANs.
The third subsection is devoted to analyzing security issues concerning our scheme. The remaining subsection is for
application of our scheme in Cloud-assisted WBANs. In Section 4, we give our simulation results and discuss them. The final
section concludes our work.

2. Notations and basic definitions

We first recall some necessary notions (for more details, we refer to [2]). Let A be a finite alphabet. As usual, A⁄ is the free
monoid of all finite words over A. The empty word is denoted by e and A+ = A⁄ � {e}. The length of the word w = a1a2� � �an with
ai 2 A is jwj = n, jej = 0. A6n = {w 2 A⁄jjwj 6 n}. A factorization of a word w 2 A⁄ on X, where X # A⁄, is given by the equation
w = u1u2� � �un where u1, u2, . . ., un 2 X, n P 1. A subset of A⁄ is called a language. A language X # A+ is a code if every word
w in A⁄ has at most one factorization on X. We denote by X⁄ the submonoid generated by X and X⁄ = X+ [ {e}.

As a general reference for cryptosystems we mention [18], and for the facts concerning the unambiguous languages we
refer to [7]. We need also two basic definitions:

Definition 1. A cryptosystem is a five-tuple ðP;C;K;E;DÞ, where the following conditions are satisfied:

1. P is a finite set of possible original (plain) words
2. C is a finite set of possible encoded words
3. K is a finite set of possible keys
4. For each K 2 K, there is an encoding rule eK 2 E and a corresponding decoding rule dK 2 D. Each eK : P ! C and dK : C ! P

are functions such that dK(eK(x)) = x for every x 2 P.
Definition 2. Consider a language X # A+ and a natural number k P 0. Then,

(i) The set X is said to be k-unambiguous if it satisfies the condition: for all k P m P 1 and for all x1, x2, . . ., xk, y1, y2, . . ., ym 2 X,
if x1x2� � �xk = y1y2� � �ym, then k = m and xi = yi with i = 1, . . ., k.
In the converse case, if X does not satisfy the above condition, then X is said to be k-ambiguous.

(ii) If there exists the biggest integer k such that X is k-unambiguous, then k is called the unambiguous degree of X. If such an
integer does not exist, then X is said to have the unambiguous degree of 1.

3. A scheme for data confidentiality in Cloud-assisted WBANs

3.1. Design of multi-valued and ambiguous cryptosystems

In this section, we present a new method to design cryptosystems that have multi-valued and ambiguous properties. The
multi-valued property of the cryptosystems can be established using multi-valued encoding rules. We will introduce a key
technique to apply these encoding rules to unambiguous languages. This technique equips the cryptosystems with the
ambiguous property. Consequently, the obtained cryptosystems may avoid any attacks that consider codes as the target,
or the area selected for attacks must be on a large scale.

At first, we define the notion of multi-valued morphisms that allow us to establish dedicated multi-valued encoding rules.

Definition 3.

(i) A multi-valued morphism is an injective function f: A⁄? B⁄, that associates each letter a 2 A with a subset Xa of B⁄ and
f(a1a2� � �an) = f(a1)f(a2)� � �f(an) for every a1, a2, . . ., an 2 A.

(ii) The multi-valued morphism f is called a multi-valued encoding rule if for all w, w0 2 A⁄, w – w0 we have f(w) \ f(w0) = ø.
(iii) The multi-valued morphism f is called a restricted multi-valued encoding rule if there is an integer k > 0 and for all w,

w0 2 A6k, w – w0 we have f(w) \ f(w0) = ø.
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Remark 1. The encoding procedure deduced from multi-valued encoding rules consists of associating to a word in A⁄ some
encoded words in B⁄. However, the fact that f is injective ensures that the encoded words are uniquely decipherable, in order
to get the original words back.

The following theoretical results provide necessary and sufficient conditions for a given multi-valued morphism to be a
multi-valued encoding rule or a restricted multi-valued encoding rule.
Proposition 1. Let A and B be finite alphabets. Let f: A⁄? B⁄ be a multi-valued morphism, which associates each letter a 2 A with
a subset Xa of B⁄, and an integer k > 0. Then, for all f(a1), f(a2), . . ., f(ap), f(b1), f(b2), . . ., f(bq) # B⁄ with ai, bj 2 A, i = 1, . . ., p, j = 1,
. . ., q, we have

(i) f is a multi-valued encoding rule if and only if the condition f(a1)f(a2)� � �f(ap) \ f(b1)f(b2)� � �f(bq) – ø implies p = q and
f(ai) = f(bi) for i = 1, . . ., p.

(ii) f is a restricted multi-valued encoding rule if and only if the condition f(a1)f(a2)� � �f(ap) \ f(b1)f(b2)� � �f(bq) – ø with p, q 6 k
implies p = q and f(ai) = f(bi) for i = 1, . . ., p.
Proof.

(i) ()). We assume by a contradiction that there exists f(a1)f(a2)� � �f(ap) \ f(b1)f(b2)� � �f(bq) – ø with p – q or f(ai) – f(bi) for
some i. Then, we have f(a1a2� � �ap) \ f(b1b2� � �bq) – ø with p – q or f(ai) – f(bi) for some i. Now p – q and f(ai) – f(bi) both
imply that a1a2� � �ap – b1b2� � �bq. We deduce that there exist two different words a1a2� � �ap and b1b2� � �bq in A⁄ such that
f(a1a2� � �ap) \ f(b1b2� � �bq) – ø. This contradicts the assumption.
(�). We assume by the contradiction that f is not a multi-valued encoding rule. Then, there exist two different
words a1a2� � �ap, b1b2� � �bq 2 A⁄ with ai, bj 2 A, p – q or ai – bi such that f(a1a2� � �ap) \ f(b1b2� � �bq) – ø, or equivalently,
f(a1)f(a2)� � �f(ap) \ f(b1)f(b2)� � �f(bq) – ø. Now ai – bi implies that f(ai) – f(bi). Therefore, we have f(a1)f(a2)� � �f(ap) \
f(b1)f(b2)� � �f(bq) – ø with p – q or f(ai) – f(bi) for some i, i = 1, . . ., p. This contradicts the assumption.

(ii) The proof of (ii) is similar to the proof of (i). h

Now, to enhance the cryptosystem with the ambiguous property, we use the technique described in the following
corollary.

Corollary 1. Let A = {a1, a2, . . ., an} and let k > 0 be a positive integer. Consider a language X that has the unambiguous degree k
such that X can be partitioned into n subsets X1, X2, . . ., Xn, Xi \ Xj = ø, "i – j, X1 [ X2 [ � � � [ Xn = X. Suppose that g: A⁄? X⁄ is a
multi-valued morphism that maps each ai 2 A to a subset Xi and g(ww0) = g(w)g(w0) for all w, w0 2 A6k. Then, g is a restricted
multi-valued encoding rule.
Proof. We assume by a contradiction that g is not a restricted multi-valued encoding rule. Then, there exist w, w0 2 A6k,
w – w0 such that g(w) \ g(w0) – ø. This implies that there exists an equation x1x2� � �xi = y1y2� � �yj with x1 – y1, xi, yj 2 X,
1 6 i, j 6 k. By definition, X does not have the unambiguous degree k. This contradicts the assumption. Hence, g is a restricted
multi-valued encoding rule. h
Remark 2. Corollary 1 obviously provides a sufficient condition to construct multi-valued and ambiguous cryptosystems.
Consider a cryptosystem of this sort. We will show that its multi-valued and ambiguous properties are given by g and X
respectively. Notice that the encoding procedure using g can encode any word in A⁄, obtaining some encoded words (see
Remark 1). However, for each encoded word, the decoding procedure gives the unique result only for the case where the
length of the original word produced it is less than or equal to k. This fact is due to the ambiguous property of X (i.e. any
word of length greater than k in X⁄ may have more than one factorization on X). Therefore, g and X are considered as secret
keys in such a cryptosystem.
Example 1. Let A = {u1, u2, u3, u4, u5} and consider X = {c, ca1, a1b1, b1a2, a2b2, b2a3, a3b3, b3} that has the unambiguous degree
k = 3. One of the partitions of X is: X1 = {c, a1b1}, X2 = {ca1}, X3 = {b1a2, a2b2}, X4 = {b3}, X5 = {b2a3, a3b3}, and g is defined by:
g(ui) 2 Xi, i = 1, . . ., 5. Suppose that the original word is w = u2u3u5u4. Since its length is 4, we divide it into two words
w1 = u2u3u5 and w2 = u4 to guarantee that their length is less than or equal to k.

For g defined above, the encoded words can be: ca1b1a2b2a3 and b3, or ca1a2b2b2a3 and b3, or ca1b1a2a3b3 and b3, or
ca1a2b2a3b3 and b3.

Decoding the encoded word ca1b1a2b2a3, we gain three words in X, which are ca1 2 X2, b1a2 2 X3, and b2a3 2 X5. Thus, the
corresponding original word is u2u3u5. The word u4 is decoded from b3. Consequently, we have the original word w. Other
encoded words can be decoded in the same manner and they all give the original word w.
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The ambiguity can happen when we encode a word whose length is greater than k. For instance, in the case where we
encode the word w = u2u3u5u4, for g defined above, a possible encoded word is ca1b1a2b2a3b3. Then, decoding gives two
results: (c)(a1b1)(a2b2)(a3b3) with c 2 X1, a1b1 2 X1, a2b2 2 X3, a3b3 2 X5, or (ca1)(b1a2)(b2a3)(b3) with ca1 2 X2, b1a2 2 X3,
b2a3 2 X5, b3 2 X4. The corresponding original words are u1u1u3u5 and u2u3u5u4.
3.2. The proposed scheme

By the method introduced in the previous section, we propose a cryptosystem that, in turn, allows us to establish a
scheme for data confidentiality as the main result of this section.

Let A = {a1, a2, . . ., an} be a finite alphabet. Consider a language X which has the unambiguous degree k, k > 0 such that X
can be partitioned into n subsets X1, X2, . . ., Xn, Xi \ Xj = ø, "i – j, X1 [ X2 [ � � � [ Xn = X. We denote by XP the set of possible
partitions of X. Then, by Remark 2 we can formulate our cryptosystem as follows.

Schema 1. A multi-valued and ambiguous cryptosystem

Let P ¼ A6k;C ¼ X�. K consists of all injective multi-valued functions g: A ? XP = {X1, X2, . . ., Xn}. For each g 2 K, define:
egðxÞ ¼ w 2 gðxÞ;
and define
dgðwÞ ¼ fyjw 2 gðyÞg:
Note 1. For any w 2 X⁄, if w 2 g(x) then w is considered to be an encoded word of x. Thus, the number of encoded words of
any original word can be very large. However, defining the language X with the unambiguous degree k, where k is large
enough, depends on firm foundations. By Remark 2, together with g, the language X must be kept secret. Although k is used
for decoding, the decoding delay needs to be considered since it impacts on the performance of the cryptosystem.

Let m be some fixed positive integer and let S be a secret bitstring of length m. Consider a secret unambiguous language
X # {0,1}⁄, which has the unambiguous degree k, satisfying the condition: for all x1, x2, . . ., xk 2 X, we have
jx1j + jx2j + � � � + jxkj 6m. With this X and A defined above, we can define eg and dg as in Schema 1. Now, we can describe
our scheme for data confidentiality. The scheme consists of two procedures, ENCODE and DECODE, that are presented below.

The procedure ENCODE encodes a word u 2 A⁄, u = u1u2� � �un, ui 2 A, obtaining m-bit blocks of encoded words. Concretely,
we use a while loop to scan the word u from left to right. Then, each m-bit block of the encoded words can be produced using
the nested while loop. Indeed, the condition (count 6k) and (jwjj < m) guarantees that the length of the word used to produce
the block wj is less than or equal to k, and wj does not exceed m bits. Depending on the encoding situation, the PAD (wj) is
called to pad wj in order to gain the m-bit block. Next, the exclusive-or (�) of two bitstrings is used to create masks on m-bit
blocks constituting the output.

procedure ENCODE (u)
i = 1, j = 10;
while i 6 n do

count = 1;
while (count 6 k) and (jwjj < m) do

if jwjeg(ui)j 6m then
wj = wjeg(ui), count = count + 1, i = i + 1

else PAD (wj);
if jwjj < m then PAD (wj);
if j = = 1 then w0j ¼ wj � S else w0j ¼ wj�1 �wj;

j = j + 1;
return w ¼ w01w02 . . . w0j�1

The DECODE procedure takes an encoded word w of q m-bit blocks as input, w ¼ w01w02 . . . w0q, jw0jj ¼ m, and produces the
original word u 2 A⁄ as output. At first, the m-bit secret key S is used to remove the masks of input blocks. Then, each block is
decoded separately. The EXTRACT (wj, tmp) extracts words in X from wj, then stores them in the array tmp. Then, the
corresponding original words can be obtained from tmp using dg.
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procedure DECODE(w)
i = 1, j = 1;
while j 6 q do

if j = = 1 then wj ¼ w0j � S else wj ¼ wj�1 �w0j;

EXTRACT (wj, tmp);
count = 1;
while (count 6 length(tmp)) do

ui = dg(tmp[count]), count = count + 1, i = i + 1;
j = j + 1;

return u = u1u2� � �ui�1
Remark 3. It is obvious that g, X and S constitute a secret key. Therefore, our scheme forms a symmetric key system. As a
consequence, it is suitable for data confidentiality in WBANs [15,11]. Recently, the Cloud-assisted WBANs integrating
WBANs with cloud computing allows WBAN applications to exploit the benefits of cloud computing. However, because of
the critical nature of the applications, it is important that the cloud be secure. At present, as pointed in [6], providing a
holistic solution to securing the cloud is a difficult task due to the cloud’s extensive complexity. In Section 3.4, we will show
how the scheme can be applied in Cloud-assisted WBANs.
Example 2. Let A = {u1, u2, u3, u4, u5} and B = {c, a1, a2, a3, b1, b2, b3, b4}. Suppose that B has an equal probability distribution
1/8, then Huffman codes representing c, a1, a2, a3, b1, b2, b3 and b4 can be 110,001,010,011,100,101,000 and 111, respectively.
Consider X = {c, ca1, a1b1, b1a2, a2b2, b2a3, a3, ca1a3b1} # B⁄ that has the unambiguous degree k = 3. One of the partitions of X
is: X1 = {c}, X2 = {ca1, a1b1}, X3 = {b1a2, ca1a3b1}, X4 = {a2b2}, X5 = {b2a3, a3}, and g is defined by: g(ui) 2 Xi, i = 1, . . ., 5. Let m = 18,
S = 101000110110101100 and suppose that the original word is u = u2u3u5u3u4u5u2u1u3u5. Then, one of the encoded words
produced by ENCODE is w ¼ w01w02w03w04. Conversely, given the encoded word w as input, DECODE gives u as the result. The
detailed encoding and decoding processes are given in Tables 1 and 2, respectively. For illustration, in these tables, we use
both bitstrings and symbolic notations.
3.3. Security concerns

As the design of our proposed scheme, security considerations are reduced to considering the security of the underlying
cryptosystem. We recall that modern cryptography is strongly linked to complexity theory. Existing cryptosystems require
(either explicitly or implicitly) the ability to generate instances of hard problems. Such an ability is captured in the definition
of one-way functions. Since proving that one-way functions exist is not easier than proving that P – NP [4], we assume that
one-way functions exist as far as our cryptosystem is concerned.

To support our assumption, we analyze the computational difficulty regarding our cryptosystem in the context of attacks.
Our cryptosystem can be subjected to two different types of attacks based on its design.

Case 1: The adversary does not know about X and g (i.e. ciphertext-only attacks). At first, we remark that in Schema 1, for
each g 2 K, one can verify that g(A) = X # B⁄, where B = {0,1}. This implies that g is surjective. Hence it is a bijection from A
onto X. Then, g can be extended to a morphism from A⁄ into B⁄. This fact allows us to establish encoding and decoding pro-
cedures from g as mentioned in Remark 2. Next, assume that the adversary possesses an encoded word g(w). Then, he has to
construct an algorithm that can produce g(w), or equivalently, construct a morphism h: A⁄? B⁄ and find a word w 2 A⁄ such
that h(w) = g(w). This implies that he has to solve the Post Correspondence Problem. It was proven that this problem is unde-
cidable [16,5]. It is still undecidable when the length of w is restricted to a fixed k 2 N [9].
Table 1
The detailed running steps of ENCODE.

i j ui eg(ui) wj PAD (wj) wj

1 1 u2 ca1 ca1

2 1 u3 b1a2 ca1b1a2

3 1 u5 b2a3 ca1b1a2b2a3 011001010100000111
4 2 u3 ca1a3b1 ca1a3b1

5 2 u4 a2b2 ca1a3b1a2b2 000000111110111110
6 3 u5 a3 a3

7 3 u2 a1b1 a3a1b1

8 3 u1 c a3a1b1c a3b3a1b1cb3
101001010000100101

9 4 u3 b1a2 b1a2

10 4 u5 b2a3 b1a2b2a3 b1a2b2b3a3b4
111010100100101111



Table 2
The detailed running steps of DECODE.

i j count wj tmp tmp[count] ui

1 1 1 110001100010101011 ca1b1a2b2a3 ca1 u2

2 1 2 110001100010101011 ca1b1a2b2a3 b1a2 u3

3 1 3 110001100010101011 ca1b1a2b2a3 b2a3 u5

4 2 1 110001011100010101 ca1a3b1a2b2 ca1a3b1 u3

5 2 2 110001011100010101 ca1a3b1a2b2 a2b2 u4

6 3 1 011000001100110000 a3a1b1c a3 u5

7 3 2 011000001100110000 a3a1b1c a1b1 u2

8 3 3 011000001100110000 a3a1b1c c u1

9 4 1 100010101000011111 b1a2b2a3 b1a2 u3

10 4 2 100010101000011111 b1a2b2a3 b2a3 u5
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Case 2: The adversary does not know about g (i.e. known/chosen plaintext attacks). In this case, we estimate the number
of possible ways to choose g. Suppose that the sizes of A and X are n and m respectively, with m P n. Then, the number of
ways to partition X into n non-empty subsets is the Stirling number of the second kind, denoted by S(m, n). It is defined as
follows
Sðm;nÞ ¼ 1
n!

Xn

j¼0

ð�1Þn�j n

j

� �
jm

" #
:

The number of all injective functions g: A ? XP is n!. Hence the total number of ways to select g is S(m, n) � n!. For instance,
with n = 5, m = 8 as given in Example 2, we have S(8, 5) = 1050 and 5! = 120. Then, the number of ways to select g is 126,000.
Notice that, as n grows, the factorial n! increases faster than all polynomial and exponential functions. Even in the case
S(m, n) = 1, or equivalently m = n, we can always choose n, such as n = 128 is large enough for most cryptosystems.

3.4. Application of the proposed scheme

In general, our scheme proposed in the previous section deals with data confidentiality. Thus, it can have a wide range of
applications in various fields. For example, the scheme can be used to protect data stored in all kinds of media, design cryp-
tographic protocols in networks, etc. Especially, as mentioned in Remark 3, because our proposed scheme forms a symmetric
key system, it is applicable to resource constrained networks such as WBANs. In the following, we give a paradigm for use of
the scheme in Cloud-assisted WBANs. This paradigm can deal with many security issues in communication between WBANs
and the cloud.

In the paradigm, parts limited by the dotted and dashed rectangle represent a traditional encryption scheme which can be
symmetric or asymmetric. The innovative parts represent our scheme with two procedures, ENCODE and DECODE.

The ENCODE and DECODE procedures allow sensor nodes to secretly send their data to local servers and vice versa within
a WBAN. Then, using encryption schemes, data collected from that WBAN can be securely transmitted from local servers to
the cloud and stored in the cloud in a distributive manner. Thus, Cloud-assisted WBANs will enable users to globally access
processing and storage infrastructure at competitive costs. Moreover, with the use of existing encryption schemes in cloud
computing environments, the problems of data authentication, data integrity, data freshness, secure localization, availability,
and secure management, defined as key security requirements in WBANs [15] can be effectively solved. Therefore, providers
of Cloud-assisted WBANs can use the paradigm for deploying applications.

Although WBANs do not need to store and process a massive amount of data, there is a major security problem with the
cloud, which is the owner of the data may not have control of where the data is placed. This is because users must utilize the
resource allocation and scheduling provided by the cloud [6]. Fortunately, Park et al. [13] suggest a solution for the problem
by means of Content Centric WBANs, where each data is given a name. Then, users request the data that they require using
its name.

4. Results and discussions

The theoretical results presented so far ensure that our proposed scheme can be used for Cloud-assisted WBANs. How-
ever, to apply the scheme in reality we need to evaluate its performance. In this section, we discuss the implementation pro-
cess of the scheme in detail. We also give some results comparing the performance of our scheme with the performance of
existing encryption schemes.

Recall that our scheme takes as input a word in A⁄, and produces as output some words in B⁄, where A, B are finite alpha-
bets. Here, we consider A and B as finite subsets of {0,1}⁄. For security reasons, the size of A is set to be 128. This means that
each element of A is represented by a bitstring of length 7. Then, we have to design B such that it can define the secret
language X satisfying the following three conditions:



Table 3
Huffman codes representing elements of B.

Letter Huffman code Letter Huffman code

c 0001 d9 00100000
a1 1000 d10 00100001
a2 1001 d11 00100010
a3 0100 d12 00100011
b1 0101 . . . . . .

b2 1110 . . . . . .

b3 0110 d135 11111110
a4 0000 d136 11111111

Fig. 1. The paradigm for secure communication in Cloud-assisted WBANs.

Fig. 2. Total time for encoding of MAS in comparison with DES and AES.
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(1) The size of X must be greater than 128 in order to partition X into 128 non-empty subsets.
(2) The average length of words in X is close to 7 (i.e. it is close to the average length of the optimal injective encoding).
(3) X has the unambiguous degree k, k > 0.

Furthermore, as a requirement of easy decoding, B should be a prefix set (i.e. no element of B is a proper prefix of another
element in B). To accomplish these goals, we use (variable-length) Huffman encoding [3] to represent elements of B as shown
in Table 3. Note that symbolic letters are used for reference.

Then, the secret language X that satisfies the above conditions is: X = {c, ca1, a1b1, b1a1, b1a2, a2a1, a2b1, a2b2, b2a1, b2a2,
b2a3, b2b1, a3a1, a3a2, a3b1, a3b2, a3b3, b3a1, b3a2, b3a3, b3b1, b3b2, b3c} [ {d9, d10, . . ., d129}. By definition, one can verify that
X has the unambiguous degree 4. The number of elements of X is 144. In fact, we use 128 elements of B to design X. We
reserve the set consisting of all unused elements in B for padding.

Since the unambiguous degree of X is 4, the procedure ENCODE can only produce blocks of length 32 at most. In order to
take advantage of unambiguous languages, we must combine blocks in groups. Moreover, for security reasons, the output of
ENCODE should be a sequence of 128-bit blocks. This allows it to be secure against typical cryptanalytic attacks such as
differential and linear cryptanalysis [19]. Thus, in our case, we group four 32-bit blocks to receive a single 128-bit block.
Then, the size of the secret key S is set to be 128. In reality, we have to adjust the ENCODE procedure to conform to these
requirements. As a result, the DECODE procedure also needs to be modified (see Fig. 1).

Actually, when implementing the modified DECODE procedure, we face a challenge due to the ambiguity of X (i.e. we
must have the ability to extract factorizations on X from a given encoded word). To overcome this challenge, we use a com-
plete finite graph with vertices represent words in X. Edges of the graph represent the concatenations of words in X. If the
ambiguity happens with an encoded word, we run the Dijkstra’s algorithm [17] to find the shortest factorization constituting
that word, and give it as the result. We selected the programming language C-sharp for our simulation. We conducted



Fig. 3. Total time for decoding of MAS in comparison with DES and AES.

Fig. 4. The relationship between sizes of output and input in MAS, DES, and AES.
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experiments to compare the performance of our scheme with two well-known block ciphers, DES and AES. Simulation
results show that our scheme performed faster than DES and AES (see Figs. 2 and 3). But, one of the scheme’s disadvantages
is that the size of output is about 14% bigger (see Fig. 4).

The faster rate in the encoding process is due to the work of function g, that can be implemented as an operation to directly
access internal memory. For the decoding process, we have to maintain some finite structures and algorithms to extract words
of X. Therefore, the decoding process consumes more time compared to the time consumption of the encoding process.

The fact that bigger output can be explained that the words of language X are normally longer than the original words (i.e.
a bitstring of length 7 is encoded into a bitstring of length 8). Since communication devices consume energy in WBANs, this
disadvantage of the scheme should be improved.
5. Conclusions

Although the integration of Wireless Body Area Networks with a cloud computing platform enables users to globally
access e-healthcare services at competitive costs, it introduces some serious security issues. In which, data confidentiality
is the most important issue because the data is related to users’ privacy information. In this paper, we proposed a method
to solve existing problems with Cloud-assisted Wireless Body Area Networks by considering them in an integrative manner.
As a result, a new scheme dealing with data confidentiality has been created which gives us a general paradigm for deploying
applications in Cloud-assisted WBANs.
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